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Abstract

In the era of the Fourth Industrial Revolution, the widespread adoption of emerging tech-
nologies across industries and society has fostered innovation in multiple processes. Howe-
ver, the misuse of certain technologies, particularly unmanned aerial vehicles (UAVs), has
generated new risks and threats for different sectors due to limited governmental oversight
and operational control. These risks may negatively affect society, industries, civil aviation,
institutional stability, and ultimately the State itself. Within the Colombian aviation ecosys-
tem, this study analyzes the impact of drones on comprehensive airport security, focusing
on potential scenarios that threaten physical security and operational safety through the
malicious use of advanced technologies, in some cases supported by artificial intelligence
(AD). Using a preliminary interpretive approach, the research aims to examine the relevance
of anti-drone technologies in Colombia from both aviation safety and security perspectives,
contributing to the strengthening of these essential pillars for global air transport operations.
Finally, by contextualizing the problem, this study contributes to the body of knowledge on
anti-drone systems, their necessity, applications, and regulatory frameworks, drawing on
national and international research experiences to assess operational contexts, determine
their strategic importance, and highlight some of their advantages.
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En la era de la cuarta revolucion industrial, la adopcion generalizada de tecnologias emer-
gentes en las industrias y la sociedad ha impulsado la innovacion en multiples procesos.
Sin embargo, el uso indebido de ciertas tecnologias, particularmente los vehiculos aéreos
no tripulados (UAV), ha generado nuevos riesgos y amenazas para diferentes sectores de-
bido a la limitada supervision gubernamental y al control operacional insuficiente. Estos
riesgos pueden afectar negativamente a la sociedad, las industrias, la aviacion civil, la
estabilidad institucional y, en Gltima instancia, al propio Estado. Dentro del ecosistema
de la aviacion colombiana, este estudio analiza el impacto de los drones en la seguridad
aeroportuaria integral, enfocandose en escenarios potenciales que amenazan la seguridad
fisica y la seguridad operacional mediante el uso malicioso de tecnologias avanzadas, en
algunos casos apoyadas en inteligencia artificial (IA). Mediante un enfoque interpretativo
preliminar, la investigacion busca examinar la relevancia de las tecnologias antidrones
en Colombia desde las perspectivas de seguridad operacional y seguridad fisica de la
aviacion, contribuyendo al fortalecimiento de estos pilares esenciales para las operacio-
nes globales de transporte aéreo. Finalmente, al contextualizar el problema, este estudio
contribuye al cuerpo de conocimiento sobre los sistemas antidrones, su necesidad, aplica-
ciones y marcos regulatorios, apoyandose en experiencias de investigacion nacionales e
internacionales para evaluar contextos operacionales, determinar su importancia estraté-
gica y resaltar algunas de sus ventajas.

seguridad operacional de la aviacion; seguridad de la aviacidn; sistemas
de vigilancia; aviacion civil; seguridad aeroportuaria; cambio tecnologico.

Introduction

This article examines the need to implement anti-drone systems in Colombian civil and
commercial aviation, with particular emphasis on the safe operation of airports in respon-
se to the increasing use of unmanned aerial vehicles (UAVs) that are not fully regulated
by the national aviation authority. The implementation of such systems has become im-
perative to address an emerging and evolving threat, as well as to ensure the safety and
continuity of civil air operations in Colombia. In this context, technological solutions
capable of mitigating the risks associated with the misuse of drones in restricted and
sensitive areas are analyzed.

Accordingly, it is essential to explore how anti-drone technologies can be effec-
tively integrated into existing aviation security protocols in order to protect the civil
aviation ecosystem and ensure comprehensive airport management across the country. In
recent years, the rapid expansion of the unmanned aircraft market has been accompanied
by the advancement of Artificial Intelligence (AI), which has enhanced the capabilities,
autonomy, and range of applications of these aerial platforms. This convergence has ge-
nerated new operational possibilities, while simultaneously introducing complex challen-
ges for aviation safety and security.

Within this scenario, aviation authorities play a central role as the primary regula-
tory and supervisory bodies responsible for the use and integration of UAVs into national
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airspace. As defined by Choi (2022), unmanned aircraft can be understood as “indepen-
dent bodies” that represent a paradigm shift, exceeding traditional industry standards and
evolving as a core technology interconnected with other emerging technologies (p. 1).

The growing use of drones has consequently posed significant challenges to avia-
tion ecosystems. Although initially designed for recreational and commercial purposes,
UAVs and their associated systems have increasingly been employed for malicious acti-
vities, posing potential threats to civil aviation operations. The uncontrolled commercial
growth of drone sales may result in airspace interference, mid-air collisions, violations
of privacy, and risks to critical infrastructure, among other safety and security concerns.

In this regard, it is necessary to examine whether the implementation of anti-dro-
ne systems in Colombian civil aviation can effectively mitigate risks and reduce threats
associated with the misuse of UAVs, without adversely affecting aviation operations or
technical systems (Jacionis, 2020). This research is therefore both relevant and necessary,
as it responds to current protection demands in Colombian airports and seeks to contribu-
te to the development of a safer operational environment. Furthermore, the deployment
of such systems may strengthen the overall resilience of the aviation ecosystem against
emerging security challenges.

Based on a qualitative literature review on anti-drone systems and aviation se-
curity, this study aims to contribute to a deeper understanding of the current state and
relevance of drones as a research phenomenon within civil aviation. Data collection and
analysis are conducted within an interpretative paradigm, allowing for the assessment of
the impact of unmanned aircraft on air security and the evaluation of potential counterme-
asures for their unregulated operation. This methodological approach supports the organi-
zation of the study into epistemological, theoretical, methodological, and results-oriented
components.

Finally, the review of existing academic literature highlights the contribution of
the Colombian National Army Aviation School (ESAVE), as a higher education institu-
tion within the aviation sector, through its presentation entitled Anti-Drone Systems: A
Necessity for the Comprehensive Security of the Colombian Civil Aviation Ecosystem.
This contribution provides a broad perspective on the phenomenon affecting air security
and serves as a key motivation for the present manuscript, recognizing anti-drone sys-
tems as a pertinent, timely, and highly relevant topic currently demanded by the aviation
industry.

Background and security context of unmanned aircraft systems

The increasing security challenges affecting aeronautical, industrial, and social ecosys-
tems as a result of the rapid expansion of unmanned aircraft have led to the identification
of a structured roadmap, as illustrated in Figure 1.
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Figure 1. Roadmap for anti-drone system design and development
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Source: Park et al. (2021)

This roadmap, developed across three main domains, reflects the general spectrum
proposed by Park et al. (2021) and facilitates an understanding of the comprehensive lands-
cape surrounding the relevance of anti-drone systems. It ranges from the motivations be-
hind contemporary drone attacks to the prospective evolution of these aircraft and their
implications for security and protection, highlighting the growing need for technological
solutions capable of countering malicious drone activities (Chavez & Swed, 2021).

As shown in Figure 1, the use of unmanned aircraft influences a wide range of indus-
tries, particularly within non-military contexts where technological development is often
more dynamic. From a civil aviation perspective, this evolving ecosystem presents complex
operational and security challenges that must be addressed to ensure the protection of air
transport systems.

Drones, also referred to as unmanned aerial vehicles (UAVs) or unmanned aircraft
systems (UAS), are robotic platforms capable of operating autonomously or through va-
rious control mechanisms, including remote controllers, mobile devices, and advanced hu-
man—machine interfaces. Until the early 2000s, these systems were predominantly military
assets and largely inaccessible to civilians. However, advances in hardware and software
technologies have enabled the development of smaller, more affordable, and easier-to-ope-
rate platforms (Tezza & Andujar, 2019), leading to their widespread civilian adoption.

From a security perspective, the rapid proliferation of drones has introduced signi-
ficant concerns. As noted by Balladares et al. (2024) and Kang et al. (2021), the increasing
presence of drones requires a deeper understanding of their operational implications, as
technological progress is now primarily constrained by human creativity and ethical consi-
derations rather than technical limitations. Consequently, drones have become ubiquitous
elements within modern societies.

Within the context of the Fourth Industrial Revolution, drones may generate adverse
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effects on public safety. Hwang & Kim (2020) describe them as “an attractive tool for cri-
minal and terrorist groups because they can be equipped with weapons at low cost, conceal
their operators, and evade surveillance equipment” (p. 248). Table 1 summarizes several
documented incidents involving the malicious use of drones across different industries and
critical infrastructure sectors, underscoring the seriousness of this emerging threat.

Table 1 provides a brief compilation of selected global cases of drone misuse. In the
aviation sector, such threats are associated with airspace interference, near-miss events, and
collision risks, many of which remain underreported due to regulatory gaps, limited data
availability, and the relatively recent integration of drones into civil airspace. As Shin et al.
(2021) emphasize, the growth in unauthorized drone operations increases the likelihood of
accidents, property damage, and intentional harm. Consequently, when illegal drone acti-
vity is detected in the vicinity of airports, immediate action is required to ensure aviation
safety (Hwang & Kim, 2020).

Table 1. Selected global cases of drone-related incidents affecting critical
infrastructure and aviation

Date Country Event Details

In Washington D.C., a civilian UAV flew over the

January, 2015 USA White House fence and crash-landed on the lawn.

Phantom 2 drone carrying traces of radiation was

April, 2015 JAPAN found on the roof of the Japanese Prime Minister’s
Official Residence.

ISIS may have used a commercial drone rigged

October, 2016 Iraq with explosives to kill two Kurdish Peshmerga

soldiers and wound two French soldiers in Iraq.

A small UAV crashed into a nuclear powerplant

August, 2016 South Africa in Koeberg.

Two drone bombs used in an attempt to assassina-

August, 2018 Venezuela te President Nicolas Maduro.

Two drones found at Gatwick airport. The air-
December, 2018 United Kingdom port’s closure led to more than 100,000 people
being stranded or delayed.

Two major Saudi oil installations hit by drone
September, 2019 Saudi Arabia strike. Production of 5.7 million barrels a day was
suspended.

Source: Reproduced from Hwang & Kim (2020)

In light of this context, the implementation of anti-drone systems has become a cri-
tical requirement for the Colombian civil aviation ecosystem. Such systems must be inte-
grated into existing operational and industrial frameworks in a manner that safeguards both
aviation safety and civil aviation security, while accommodating the continuous technolo-
gical evolution of unmanned aircraft.
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Airports and Drones

Within the context of Industry 4.0, technological advancements have significantly lowered
the barriers to accessing and operating unmanned aerial vehicles (UAVs), enabling indivi-
duals and organizations to acquire drone-related skills for recreational, commercial, and
mission-specific purposes. This accessibility has transformed the long-standing human as-
piration of flight into a widely attainable capability through unmanned aviation. While these
developments have fostered innovation across multiple scientific and industrial fields, they
have also introduced new operational and security challenges, particularly within airport
environments (Sichko, 2019).

The current era has been described as the “Drone Age”, a concept articulated by Bo-
yle (2020) to capture the rapid evolution and widespread availability of drone technologies
for both state and non-state actors. Drones have progressed from simple reconnaissance
platforms to highly capable systems able to conduct complex missions with minimal human
intervention. This evolution raises ethical, legal, and regulatory concerns related to accoun-
tability, privacy, and oversight, as the diversity of drone applications increasingly intersects
with fundamental human and societal values (Zavr$nik, 2016).

From an aviation security perspective, the proliferation of UAVs has exposed air-
ports to a range of emerging vulnerabilities, including cyber-related threats and operatio-
nal disruptions. As highlighted by Costin et al. (2023) and Hurtado-Cubillos (2022), the
growing dependence on unmanned systems across multiple sectors expands the attack sur-
face of critical infrastructure, necessitating more robust and integrated security manage-
ment approaches. Despite this reality, academic research has historically focused more on
the technical development and operational capabilities of drones than on the identification
of effective countermeasures or airport-specific mitigation strategies.

Only in the second decade of the 21st century has scholarly attention increasingly
shifted toward regulatory and operational challenges associated with unmanned aviation.
As noted by Merkert & Bushell (2020), contemporary aviation issues have expanded be-
yond traditional regulatory concerns to encompass novel risks that had not previously been
encountered. In airport contexts, the misuse of drones represents a particularly disruptive
threat, facilitated by their remote operation, low cost, and ease of access. Consequently,
proactive airport security management requires systematic threat identification and scena-
rio-based risk assessment, as emphasized by Cole (2014).

Airports operate under the assumption of persistent exposure to evolving threats,
requiring continuous adaptation of mitigation strategies and security systems. While past
approaches often focused on the detection of prohibited objects, there has been a gradual
shift toward identifying malicious actors and intent. This transition reflects a broader mo-
vement toward intelligence-led and risk-based security management models that enhance
decision-making and operational resilience.

The integration of drones into airport operations has further complicated this lands-
cape. In recent years, controlled drone operations within airport environments have been
introduced under strict regulatory conditions, including predefined corridors and restricted
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zones to enable coexistence with commercial aviation (Shvetsova & Shvetsov, 2021). Ne-
vertheless, collision risks remain, particularly during critical flight phases such as takeoff,
approach, and taxiing, where manned aircraft operate at low altitudes. As La Cour-Harbo &
Schigler (2019) note, even when drones operate below 500 feet, residual risks persist within
controlled aerodromes.

In Colombia, civil aviation oversight is exercised by the Special Administrative Unit
of Civil Aeronautics, which is responsible for developing, interpreting, and enforcing civil
aviation regulations. As a contracting State of the Convention on International Civil Avia-
tion (Chicago Convention, December 7, 1944.), Colombia is a member of the International
Civil Aviation Organization and is committed to implementing its standards and recommen-
ded practices, including those related to pilotless aircraft as addressed in Article 8 of the
Convention (Law No. 12 of 1947).

In response to the growing relevance of unmanned aviation, Colombia has advanced
strategic initiatives through its aviation authority, including the Action plan of the Unman-
ned Aviation Strategic Plan 2023-2026. This framework aims to support the safe and order-
ly integration of unmanned aircraft into national airspace, as illustrated in Figure 2, which
outlines the corresponding action plan.

Figure 2 . Action plan of the Unmanned Aviation Strategic Plan 2023-2026
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Source: (Unidad Administrativa Especial de Aerondutica Civil de Colombia, 2023)
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These measures are complemented by national regulations, such as RAC 100, which
governs the operation of unmanned aircraft systems (UAS) within the Colombian aviation
system.

Despite these efforts, regulatory and institutional frameworks alone are insufficient
to fully address the risks associated with malicious drone activities. As emphasized by
Hwang & Kim (2020), while legal mechanisms are necessary to enable legitimate drone
operations, it is equally critical to protect national critical infrastructure from hostile or
unlawful uses. The continuous evolution of drone technologies requires that regulatory sys-
tems remain dynamic and adaptive, supported by the development and implementation of
anti-drone systems capable of detecting and neutralizing unauthorized UAVSs across diverse
operational scenarios.

Integrated Aviation Safety and Security

The integration of aviation safety and security presents a persistent challenge for airport
management, particularly in the context of rapid technological evolution and increasing
system complexity. The interaction between theory and practice requires adaptive strategies
capable of addressing both accidental hazards and intentional threats within the aviation
ecosystem. Although safety and security share common objectives, they differ in their tech-
nical focus, methodological approaches, and operational implications, as highlighted by Pe-
ttersen-Gould & Bieder (2020). As these authors argue, maintaining the effectiveness of sa-
fety-related defenses is essential for protecting hazardous technologies, given their reliance
on past incidents and the dynamic, yet fragile, organizational structures that support them.

From a security perspective, the primary challenge lies in identifying and managing
risks associated with hostile intent, manifested through internal or external acts of sabotage.
As noted by Schulman (2020), a fundamental distinction between safety and security ma-
nagement lies in the primacy of malicious intent in security-related threats. This distinction
is increasingly relevant in aviation, where societal trends and technological adoption often
outpace regulatory and organizational responses, creating vulnerabilities within critical in-
frastructure such as airports.

These vulnerabilities are further exacerbated by the growing exposure of aviation
systems to cyber threats. Cyberattacks targeting data integrity, communication networks,
and operational platforms represent a significant concern for both safety and security ma-
nagement. As Schulman (2020) observes, the progressive incorporation of digital compo-
nents into complex systems introduces additional layers of vulnerability, complicating the
processes of risk forecasting and system comprehension. In aviation, where connectivity
across multiple dimensions is essential, this cyber—physical interdependence amplifies the
potential impact of malicious actions.

Within airport environments, the management of unmanned aircraft systems illustra-
tes the limitations of traditional approaches to safety and security. As noted by Merkert &
Bushell (2020), some airports have implemented measures to manage drone activity within
their airspace; however, many of these approaches remain reactive or defensive in nature.
Literature increasingly emphasizes the need for proactive and preventive management stra-
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tegies that integrate safety and security considerations into a unified operational framework.

Academic definitions of safety and security commonly distinguish between the two
based on intentionality and systemic orientation. Safety primarily addresses unintentional
hazards and accidental risks, focusing on the system’s capacity to avoid causing harm to its
environment. In contrast, security is concerned with intentional threats and malicious ac-
tions, emphasizing the system’s ability to withstand harm originating from its environment
(Pettersen-Gould & Bieder, 2020). These distinctions underscore the necessity of coordina-
ted management approaches capable of addressing both dimensions simultaneously.

From the perspective of airport user protection and operational resilience, Bongio-
vanni (2020) synthesizes these approaches by highlighting the legal and managerial dimen-
sions of risk management through both differential and collaborative models. This synthe-
sis, presented in Table 2, illustrates how safety and security measures can be aligned within
airport management systems to enhance decision-making and organizational coordination.

Table 2. Approaches to safety and security in airports: a synthesis

Airport safet Managerial .
P . y Legal approach g Design approach
and security approach
Focus Law Resources/goals Users
Zero unintentional acci- . .
. . Efficiently mitigate .
Mission dents (safety); zero inten- risks Y & Delight users
tional incidents (security)
. . .| Changes in regulations, | Changes in users’
. Changes in societal practi- . ? .
Driver for & ces cause p business goals, and bu- | needs and jobs to be
innovation . dget cause managerial | done change experien-
regulations to change . .
practices to change ce design
. . . User experience
Lead-innovator Legislator Enlightened manager T eXp
designer
Innovation
Top-down Top-down/bottom-up Bottom-up
source
Should safet; . . .
o s . . Separation/combina- Combination: both are
and security Separation: two different | . . R
. tion: depending on components of users
be separated or regimes .
. resources and goals experience
combined?
“We need to be com-
. liant to regulations
“We need to meet specific p & “We need to make
. . together with emplo- .
Overarching standards in terms of . . safety and security a
. . ying the most efficient :
question safety and security events . memorable experience
. . ,, | mix of resources and .
happening in the airport .. . for our users
achieving our business
goals”

Source: Reproduced from (Bongiovanni, 2020, p. 60)
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Despite the development of robust safety cultures, security risks often remain be-
yond the full control of organizations. External threats, such as terrorism or coordinated
cyber-physical attacks, may materialize regardless of internal preparedness and are not ne-
cessarily linked to economic performance or production systems (Jore, 2020). Consequent-
ly, even well-managed organizations may experience severe disruptions resulting from se-
curity breaches.

Finally, the protection of critical air transport infrastructure against combined phy-
sical and cyber threats requires integrated management cycles that bridge safety and secu-
rity functions. As emphasized by Mantzana et al. (2020), enhancing interoperability among
existing systems and aligning physical and digital protection mechanisms are essential steps
toward developing more resilient and adaptive aviation security solutions.

Methodology

Building on the research question, “How can anti-drone technologies be effectively integra-
ted into existing security protocols to protect the civil aviation ecosystem and ensure com-
prehensive management in Colombian airports?”, this study adopts a qualitative research
approach based on systematic observation and documentary analysis. The research design
is descriptive in nature and focuses on the identification, classification, and interpretation of
academic and technical sources related to unmanned aircraft systems, aviation security, and
counter-drone technologies.

The documentary analysis was conducted using specialized academic databases,
including Scopus, EBSCOhost, and Google Scholar. The primary selection criteria prio-
ritized peer-reviewed publications released between 2019 and the first semester of 2024,
with limited exceptions made for earlier works considered highly relevant to the analytical
framework. The reviewed literature is largely drawn from indexed journals specializing in
aviation, aerospace systems, and security studies, as reflected in the reference list.

The methodological process followed three structured phases planning, execution,
and completion adapted from the framework proposed by Nifio-Rojas (2011). During the
planning phase, the phenomenon under study was defined and the literature was systema-
tically organized into three analytical categories: Airports and Drones, Integrated Aviation
Security (safety—security), and Anti-Drone Systems as a Management Tool for Aeronautical
Security.

The execution phase involved data processing, qualitative analysis, and interpretati-
ve synthesis of the selected sources, allowing for the identification of patterns, challenges,
and emerging trends in the integration of counter-drone systems within airport security en-
vironments. Finally, the completion phase consisted of consolidating the analytical findings
into a structured academic manuscript.

This methodological approach is grounded in an interpretive paradigm, drawing
upon the researcher’s empirical, academic, and ethical expertise. The interpretive perspecti-
ve is considered appropriate for analyzing the evolving technological and regulatory lands-
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cape of unmanned aircraft systems and anti-drone solutions, recognizing the dynamic and
still-developing nature of knowledge in this domain.

Anti-drone systems for aviation safety management

Current drone detection systems used in aviation environments present operational limita-
tions, making it necessary to assess the probability of threat detection under varying opera-
tional and environmental conditions. As noted by Lukasiewicz & Kobaszynska-Twardows-
ka (2022), these systems, “composed of devices operating on diverse principles, should be
constructed based on the probability of detecting a drone under established conditions” (p.
96). Consequently, both the operational characteristics of unmanned aircraft and the con-
textual conditions of their deployment directly influence the effectiveness of preventive and
neutralization measures.

From an operational perspective, it is essential to consider systems capable of iden-
tifying risks posed by both individual drones and coordinated drone swarms. This requires
an analytical approach supported by probabilistic and experimental models that address the
increasing autonomy and adaptability of unmanned aircraft. As highlighted by Oz & Sert
(2019), emerging generations of drones pose significant challenges, particularly in relation
to “complete situational awareness of airspace and the automatic execution of all types of
missions” (p. 706). In this context, organizations face the fundamental question of how to
protect critical aviation infrastructure against such agile and heterogeneous threats.

Importantly, the risks associated with malicious drone operations are not limited to
physical intrusion. Cyber-related threats, including electronic interference and signal ma-
nipulation, have emerged as critical vulnerabilities affecting airports and other elements of
national critical infrastructure. In response, the formal management of aviation security has
become a standard requirement within international civil aviation. The implementation of
Security Management Systems (SeMS), supported by Safety Management Systems (SMS),
is currently regarded as best practice for addressing both physical and cyber-related threats,
as emphasized by Stastny & Stoica (2022). In this context, Table 3 presents proposed me-
asures aimed at enhancing the effectiveness of ATM-related SMS in the management of
cybersecurity risks.

Table 3. Proposed measures to enhance ATM Safety Management System (SMS) effectiveness
in addressing cybersecurity threats

SMS Elements Potential Organisational Proposed Counter-Measures for
Vulnerability/Need SMS Enhancement
Organisation insufficiently Incorporate the need to reinforce the SMS
Safety Policy aware of need for defence and support the SeMS within the organisa-
against cybersecurity threats. tion’s safety policy.

Define roles and responsibilities for key
Key personnel are unaware of

Organisational g e safety personnel in respect of cybersecu-
their roles and responsibilities . .. .
Safety . . rity threats, and the need to liaise with and
e in respect of cybersecurity - .
Responsibilities support organisational security manage-

threats.
ment personnel.
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SMS Elements

Potential Organisational

Proposed Counter-Measures for
SMS Enhancement

Coordination of
Emergency
Response Plan
(ERP)

Vulnerability/Need

Emergency Response Plan
unprepared to cope with

cyber-attacks.

Include cyber-attacks as a source of actual
or potential disruption to be managed wi-
thin the scope of the ERP.

Risk Management
Process

Need to consider cybersecurity
threats to safety alongside all
other risks.

Include cybersecurity threats within the
safety risk assessment and mitigation pro-
cess, including a means of risk categori-
sation. Co-assurance methodologies (ref.
para 6 above) may be used if consistent
with the means of documenting safety ar-
guments (e.g. use of safety cases).

Safety Interfaces

Need to ensure that SMS ac-
tions taken in respect of counte-
ring cybersecurity effects on sa-
fety are fully coordinated within
the organisation.

Implement procedures to ensure full
coordination between SMS responses to
cybersecurity threats and wider organisa-
tional functions, including security mana-
gement.

Safety
Performance
Monitoring

All threats to ATM safety need
to be monitored to establish the
scale and nature of the threats,
as well as longer term trends.

Update performance monitoring procedu-
res to include the effects of cybersecurity
threats on ATM safety performance.

Continual SMS
Improvement

SMS must be kept current in
terms of known or anticipated
threats to safety.

Updated assessments of cybersecurity
threats to be taken into account as part of
regular SMS effectiveness reviews.

Safety Reporting

Need to achieve full visibility
of cybersecurity occurrences
and their effect on safety perfor-
mance.

Introduce further categorisation within the
safety reporting system to take account of
cybersecurity events, including a means of
severity classification (in terms of safety
impact).

SMS Audits

To ensure that cybersecurity
counter-measures are in place
and functioning effectively.

To include SMS measures to counter cy-
bersecurity threats in regular SMS audits.

Safety

Communication

Cybersecurity issues and events
need to form part of normal or-
ganisational communications
(internal and external) on safety
matters.

To improve organisational awareness by
including cybersecurity information wi-
thin normal communications methods on
safety matters.

Training and
Education

A key need is awareness of cy-
bersecurity threats and defences
at all levels of the organisation.

To formalise awareness of cybersecurity
matters through their inclusion in organi-
sational training programmes.

Source: Reproduced from (Stastny &amp; Stoica, 2022, p. 8)
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With regard to technological solutions, currently available anti-drone systems
despite their limitations commonly rely on radar-based detection, acoustic interception,
infrared sensors, and electro-optical devices (Popescu, 2021; Semenyuk et al., 2025).
Detection remains the primary enabling function, as it supports subsequent processes of
recognition, identification, and localization, forming the foundational architecture of any
counter-drone system. Within airport environments, the effective management of these
technologies requires an integrated assessment of the electromagnetic spectrum, the phy-
sical layout of operational and administrative facilities, and the characteristics of con-
trolled airspace, as noted by Mackie & Lawrence (2019) and Pérez-Herrera (2013). This
holistic approach is essential not only for system implementation, but also for fostering
an organizational security culture oriented toward the integrity and resilience of aviation
protection systems.

Findings

The analysis indicates that the rapid expansion of unmanned aerial vehicles (UAVs) in
the 21st century has significantly outpaced the capacity of the aviation sector to anticipate
and regulate their operational implications. The widespread commercial availability and
diversification of drone applications have accelerated their integration into air operations,
while simultaneously increasing regulatory complexity and enforcement challenges.

A key finding of this study is that anti-drone systems are increasingly unders-
tood not merely as technological countermeasures, but as integral components of avia-
tion safety and security management systems. The reviewed literature highlights that the
effectiveness of such systems depends on their integration within structured management
frameworks rather than on standalone technological solutions.

The findings also reveal that risks associated with drone operations extend beyond
physical intrusion, encompassing cyber-related threats, privacy violations, and disrup-
tions to airport operations. These risks are amplified in operational environments where
detection, identification, and response capabilities are limited or insufficiently coordina-
ted.

Furthermore, the analysis shows that regulatory instruments and technical stan-
dards alone are insufficient to ensure comprehensive protection against malicious or unre-
gulated drone activities, particularly in complex airport environments. Instead, effective
mitigation requires coordinated detection and response mechanisms adapted to the opera-
tional characteristics of each airport.

In the specific context of Colombian airports, the findings indicate that no single
anti-drone technology is capable of effectively mitigating all potential threats. Rather,
the integration of multiple complementary systems aligned with local technological in-
frastructure, airspace characteristics, personnel capabilities, and organizational context
emerges as a necessary condition for managing drone-related risks and safeguarding the
civil aviation ecosystem.
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Discussion

The integration of unmanned aircraft into the aviation ecosystem has fundamentally resha-
ped not only operational practices, but also regulatory and security paradigms. The findings
of this study highlight the growing gap between rapid technological innovation and the
capacity of regulatory and management frameworks to respond effectively to emerging
risks. In this context, anti-drone systems emerge not solely as technological solutions, but
as critical enablers of aviation safety and security governance.

The discussion reveals that the accelerated adoption of drone technologies has cha-
llenged traditional regulatory approaches, which have struggled to adapt at the same pace
as technological development. This imbalance has contributed to regulatory fragmentation
and uneven enforcement, particularly in complex environments such as airports. From this
perspective, the application of analytical frameworks such as game theory helps to illustrate
the strategic interaction between drone operators, regulatory authorities, and security stake-
holders, underscoring the adaptive and dynamic nature of contemporary airspace threats.

These findings suggest that regulatory agencies must move beyond reactive rulema-
king toward anticipatory and adaptive regulatory models. Proactive frameworks that ac-
count for future technological developments would facilitate the safe integration of drones
into controlled airspace while reducing vulnerabilities associated with malicious or unau-
thorized operations. Within this regulatory landscape, anti-drone systems play a comple-
mentary role by reinforcing compliance and supporting enforcement mechanisms rather
than replacing regulatory oversight.

At the operational level, the deployment of anti-drone technologies raises impor-
tant considerations related to privacy, proportionality, and civil liberties. Effective security
strategies must balance the need to protect critical infrastructure -such as airports- with
the obligation to respect individual rights. Achieving this balance requires coordinated co-
llaboration among regulatory authorities, airport operators, technology providers, and the
broader civil community.

The discussion further emphasizes that the diversity and cultural specificity of opera-
tional contexts limit the effectiveness of singular or standardized security solutions. Airport
environments vary significantly in terms of infrastructure, traffic density, and surrounding
land use, requiring adaptive and context-sensitive approaches to counter-drone manage-
ment. In densely populated areas, for example, the selection of detection and neutralization
technologies must minimize collateral risks while maintaining operational effectiveness.

Finally, the successful integration of anti-drone systems depends not only on techno-
logical capabilities, but also on organizational preparedness. Personnel training, system in-
teroperability, and the integration of human factors with technological systems are essential
to ensuring effective aviation safety management. A holistic approach combining detection
technologies, data analysis tools, and structured management systems supports a resilient
and adaptive security posture tailored to the specific needs of each aerodrome.

In the specific context of Colombia, the discussion of anti-drone systems acqui-
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res particular urgency given the country’s unique security landscape. Unlike most nations
where drone threats to civil aviation are primarily associated with reckless recreational
use, Colombia faces the compounded challenge of organized armed groups systematically
deploying unmanned aerial vehicles for surveillance, armed attacks, and logistics support
to illicit activities.

The proliferation of low-cost commercial drones among violent non-state actors has
been extensively documented in the academic literature: Chavez & Swed (2023) demons-
trate that the tactical adoption of commercial UAV platforms by insurgent groups represents
a structural shift in asymmetric warfare, reducing the technical and financial barriers that
previously limited airpower to state actors. This dynamic is particularly salient in Colom-
bia, where dissident factions of the Fuerzas Armadas Revolucionarias de Colombia (FARC)
and the Ejército de Liberacion Nacional (ELN) have progressively integrated drone capabi-
lities into their operational arsenals.

According to the Presidencia de la Republica de Colombia (2025), a total of 115
drone-related incidents were recorded in 2024 alone, primarily perpetrated by illegal armed
organizations and terrorist groups, targeting both security forces and critical infrastructu-
re. Matiz-Rojas & Fernandez-Camargo (2023) situate this phenomenon within the broader
transformation of armed conflict in Colombia, highlighting the role of artificial intelligence
and autonomous systems in reconfiguring the tactical environment for non-state actors.
This figure represents a dramatic escalation compared to previous years and underscores
the structural nature of the threat, consistent with global trends identified by Schwartz et al.
(2022) in their cross-national analysis of armed drone proliferation and its implications for
security governance. President Gustavo Petro publicly acknowledged in late 2025 that the
conflict had evolved into a “war of drones and anti-drones,” signaling the extent to which
unmanned systems have reshaped the operational environment for national defense and
aviation security alike (El Universo, 2026).

In response to this escalating threat, the Colombian government launched the Pro-
yecto Escudo Nacional Antidrones (National Anti-Drone Shield Project), described by the
Ministry of Defense as the most ambitious aerial defense strategy in the country’s history
(Segurilatam, 2026). With an initial budget of approximately USD 1.68 billion (COP 6.3
trillion), the project is structured around three foundational pillars: legislation and doctrine,
training and operations, and technological deployment. Rather than constituting a simple
procurement initiative, the Escudo Nacional represents a comprehensive framework that
integrates detection networks based on radar and radio-frequency sensors, targeting the
protection of critical infrastructure including energy facilities, governmental headquarters,
and strategic military installations.

This multi-layered institutional approach aligns with recommendations in the coun-
ter-UAS literature, argue that effective anti-drone systems for facilities of national impor-
tance must be engineered around probabilistic detection models rather than single-technolo-
gy deployments, a principle clearly reflected in the Colombian framework. The creation of
a multidisciplinary drone and anti-drone unit comprising personnel from the armed forces
and the National Police similarly resonates with findings by Okpaleke et al. (2023), who
demonstrate in the context of West African counterinsurgency operations that cross-ins-
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titutional drone coordination significantly improves both detection rates and operational
response.

At the tactical level, Colombia has taken concrete steps toward deploying speci-
fic Counter-Unmanned Aircraft Systems (C-UAS) capabilities. The Ministry of Defense
contracted the Dedrone Tracker Al C2 system developed by U.S.-based Dedrone Tactical
at a cost of approximately USD 25.4 million, providing 360-degree spatial coverage with
integrated electronic warfare capabilities for Army and Air Force installations across the
country (Saumeth, 2025).

Simultaneously, regional authorities such as the Valle del Cauca and Cauca de-
partmental governments have independently acquired ORION-10 MP and ORION-D MP
systems from Singapore-based TRD Systems, incorporating both active inhibition and
passive detection capabilities with a geolocation range of up to three kilometers (Webin-
fomil, 2024).

The decentralized nature of these acquisitions reflects the severity and geographic
dispersion of drone-based threats across Colombian territory, a pattern consistent with
what Mittal & Goetz (2025) describe as the “distributed threat” model characteristic of
modern drone conflicts, in which adversaries exploit geographic breadth to overwhelm
centralized defense architectures. Furthermore, the Fuerza Aecroespacial Colombiana
(FAC) and the Corporacion de Alta Tecnologia para la Defensa (Codaltec) have jointly
developed a domestic mobile anti-drone system capable of inhibiting GPS, GLONASS,
and Wi-Fi signals. This development is significant not only operationally but also in terms
of the emergence of national technological self-sufficiency in this domain, a capacity that
Park et al. (2021) identify as a critical enabler of long-term counter-UAS governance for
states facing persistent asymmetric drone threats.

On the regulatory front, Colombia has pursued parallel legislative efforts to ac-
company these technological investments. The Ministerio de Defensa, together with the
Ministerio de Tecnologias de la Informacion y las Comunicaciones (MinTIC) and the Mi-
nisterio de Transporte, introduced draft legislation before Congress to establish a compre-
hensive regulatory framework governing drone importation, registration, and operation,
as well as the deployment of counter-drone systems. A key provision of this initiative
designates MinTIC as the technical authority responsible for monitoring and blocking
radio frequencies used by drones in illicit activities, including in airport zones and energy
installations (Ministerio de Tecnologias de la Informacion y las Comunicaciones, 2025).

This approach to spectrum governance as a counter-drone instrument is consistent
with the technical recommendations advanced by Popescu (2021) and later elaborated
by Stastny & Stoica (2022), who identify radio-frequency management as a foundatio-
nal layer of any national C-UAS framework for civil aviation. Additionally, Resolution
000242, enacted in January 2026, restricts UAV imports to designated entry points inclu-
ding El Dorado International Airport and the port of Cartagena, while prohibiting postal
delivery as an import channel—a measure specifically designed to curtail smuggling of
drones for criminal purposes (Dudenhoeffer, 2020; Direccion de Impuestos y Aduanas
Nacionales, 2026). These regulatory developments demonstrate a growing recognition
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that effective counter-drone governance requires the alignment of airspace regulation,
spectrum management, and security policy within a unified national framework, a conclu-
sion that resonates with Merkert & Bushell (2020) finding that regulatory fragmentation
remains the primary structural barrier to effective UAS risk management across aviation
systems.

Conclusions

The strategic management of unmanned aerial vehicles and anti-drone systems presents a
growing challenge for civil aviation, particularly in the context of balancing technological
innovation with regulatory control. This study highlights that the rapid expansion of drone
operations both legal and illicit has exposed structural limitations within existing airspace
management and security frameworks, especially in airport environments.

The findings support the conclusion that regulatory instruments alone are insufficient
to address the risks associated with unregulated or malicious drone activities. Instead, an
adaptive and proactive regulatory environment is required, supported by integrated mana-
gement approaches that incorporate anti-drone systems within established aviation security
protocols. Such integration should not rely on a single technological solution, but rather on
a coordinated combination of detection, identification, and response systems tailored to the
operational characteristics of each airport.

Furthermore, effective mitigation of drone-related threats depends on cross-sector
collaboration involving governmental authorities, airport operators, industry stakeholders,
and academic institutions. This collaborative approach is essential to anticipate emerging
risks, address privacy and security concerns, and ensure the resilience of the civil aviation
ecosystem.

Finally, the evolving nature of drone technologies and their potential misuse unders-
cores the need for continued research and policy development. Future studies should further
explore adaptive regulatory models, technological interoperability, and human factors wi-
thin anti-drone and aviation safety management systems, contributing to a comprehensive
and sustainable approach to safeguarding airport operations.

In the Colombian context, the conclusions of this study acquire additional dimen-
sions that extend beyond the traditional scope of civil aviation security. The country presents
a dual threat scenario in which drone misuse is simultaneously linked to airport operational
disruptions and to active armed conflict involving illegal organizations. As documented by
the Colombian Presidency (2025) and corroborated by regional security reports, the use of
armed drones by dissident FARC factions and other non-state actors has inflicted significant
human and material losses on the national armed forces, while also raising critical concerns
regarding the security of civilian infrastructure including airports, energy facilities, and
urban centers.

This phenomenon demonstrate that violent non-state groups increasingly exploit the
affordability and versatility of commercial drone platforms to compensate for their conven-
tional military inferiority, a trend that has accelerated sharply in Colombia since 2022. The
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States facing higher levels of intrastate conflict and terrorism are significantly more likely to
pursue and accelerate counter -drone programs- a pattern that Colombia’s Proyecto Escudo
Nacional clearly exemplifies. This dual threat profile demands that anti-drone strategies
in Colombia be conceived not only within a civil aviation safety framework, but also as a
component of national defense and public security policy, integrating civil-military coordi-
nation mechanisms.

The Proyecto Escudo Nacional Antidrones, launched in January 2026 with an initial
investment of approximately USD 1.68 billion, represents the most significant institutional
response to the drone threat in Colombian history and, according to available evidence,
in the Latin American region as a whole. Structured around three pillars -legislation and
doctrine, training and operations, and technological deployment- the initiative reflects the
multi-dimensional approach advocated throughout this study and corroborated by compa-
rative analyses of national counter-UAS programs.

The integration of electronic warfare capabilities with radar-based detection and
Al-assisted command-and-control systems produces significantly higher threat neutraliza-
tion rates than single-modal deployments—a finding with direct implications for the design
of the Escudo Nacional. Its success will depend not only on the effective procurement and
deployment of detection and neutralization systems, but on the simultaneous development
of legal frameworks, institutional capacity, interoperability standards, and personnel trai-
ning programs.

In this regard, regarding the organizational fragility of safety-security hybrid sys-
tems are particularly pertinent: the durability of the Escudo Nacional will require sustained
investment in organizational learning and adaptive governance mechanisms beyond the
initial technology procurement phase. The process of selecting technology providers throu-
gh competitive evaluation involving more than 100 companies from 21 countries, with
tests commencing in March 2026, is itself indicative of the complexity and strategic stakes
involved.

From a civil aviation perspective, the conclusions of this study reinforce the ur-
gency of extending anti-drone system integration to airport environments specifically. The
Aeropuerto Internacional El Dorado, as the principal air hub of the country and a node for
strategic infrastructure, has been the subject of prior technical studies proposing RF-based
jamming systems capable of covering the full approach and landing area. These efforts,
complemented by broader security technology upgrades including Al-assisted behavioral
detection and high-definition monitoring systems implemented at El Dorado by the end of
2024, represent important advances but do not yet constitute a fully integrated counter-dro-
ne architecture.

This gap between incremental technological upgrades and systemic integration is
precisely what identify as the central challenge for airports seeking to operationalize C-UAS
capabilities: achieving functional coexistence between counter-drone systems and the elec-
tromagnetic environment of active airport operations remains technically demanding and
institutionally complex. As this study concludes, such integration remains both a technical
and institutional imperative for safeguarding the Colombian civil aviation ecosystem. Fu-
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ture policy and research efforts should prioritize the harmonization of civil and defense
anti-drone frameworks, ensuring that the protection of airport environments is explicitly
addressed within the broader national aerial defense strategy an alignment that is achievable
through the systematic expansion of Safety Management Systems to incorporate cybersecu-
rity and counter-UAS dimensions as co-equal components of aviation security governance.

Mandatory Declaration on the Use of Generative Al

The authors declare that no generative artificial intelligence tools were used in the prepara-
tion of this manuscript.
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